NES
. user

problem,

W3er,

- f a large number of clients are mounting directories from a number of

hortible problems with file permissions. Any setup with multiple clients in
which the same users can exist on more than one client faces this kind of

we identical, or at least contain identical information for each particular

Additionally, in any such envircnment, maintaining a local set of users and
local authentication on each machine is a huge administrative problem.

servers, the same Users may exist on multiple clients, but their i
and group IDs may not be consistent. This inevitably leads to Using NIS for authentication

Setting up a NIS server

unless the /etc/passwd and /etc/group files on all the clients Condiguring NIS clients

What is LDAP?

Implementing OpenLDAP

Integrating Linux with LDAP

%0, just as DHCP (see Chapter 20) solves the question of how to maintain
local network configurations en multiple machines by centralizing the con-
figuration of TP addresses, a solution is needed to the question of how to

- tentralize uger and group 1Ds and user authentcation.

This chapter locks at two such solutions:

The Network Information Service (NIS) that was pioneered by Sun
Microsystems . :

A more flexible and extensible system: openl DAP, an open source
implementaticn of the Lightweight Directory Access Protocol
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Using NIS for Authentication

NIS was originally developed by Sun and called “Yellow Pages ” but the name
a legal conflict with Brirish Telecom over their trademark on those words. H
commands and filenames associated with NIS have the letiers ¥p in them.

was dropped after
OWever, most of the

A NIS server provides a set of users, groups (and optionally other facilities) across the netwaor)
Clients that are set up with NIS client software talk to the NIS server to retrieve user and gro
informatien. When users log in, authentication is done against the information held on the

tver. This can guarantee that the same set of users and groups exist on each of the ¢

se
furthermore, that the user and group IDs will be synchronized across the network,

Setting Up a NIS Server Using YaST

NIS is widely used as a distriby
all Unix and Unix-like systems,

up

lents ang)

ted authentication mechanism as i

t i3 freely available on almes
It is also easy to set up,

and far less complex than LDAp.

that YaST has a module for setting up a NIS server, To geta
module is very straightforward.

You will not be surprised to find
basic NIS configuration using this

! Seectiaherherts ceniigure the
{ NIS sewer a1 2 master o stave
[ ©1NOTte Contigure 3 WIS sea,

b Netwerk information Service {NIS} Server Setup

s

Cunenistatys:

© The IS setver pockage wil e
b Installed st Fyey want 1o |
| eenfigure it i

Ha NIS Satovsre 15 insralled.

M MIS Samar s configuiod.

¢ ST ISl YD LBt

| 1
i

| W nstall ang ser up an HIS Master Sener
;‘ 722 Install 3nd set up an BIS Stava Saner

D nathing and feave st up
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You call the YaST NIS Server module from the YaST menus (Network Services) or from the
command line by typing yast2 nis_server. Then follow these steps:

ahe ‘-

Ful;r 1. You will see a dialog like Figure 25-1. Choose Install and set up a NIS master server. If
the NIS packages (ypserv, ypto 01s, ypbind) are not already installed, Ya5T's package
manager Installs them for you.

ork. 2. Type the NIS domain name. (This is not pecessarily the same as the DNS domain name,

vup bus very often, for reasons of simplicity, it may he.) As shown in Figure 25-2, you may

y choose to allow users to change their passwords and login shell.

and,

3. The next screen (see Figure 25-3) defines the information set that the NIS server dis-
tributes to clients, If this server is to handle user Togins, these so-called NIS maps (which
contain and provide the necessary information) must at least include group and passwd
{10 export basic user information and authentication).

1oL X

Specifying the N1S domain and capabilities in YaST

E}n Master Server Setup

‘ Entel & MIS demain, I this hon is
| abe 3 HIS client using this
machine s a servm, chedithe

coiresponding sptien.

Fut slave servamie caopetate
witl ihls mastel, chech Active
St WIS sener edaes. i you
check ot Map distibuiion, it
wil speed Up the trznsfer of maps
to the slaves.

Al ghanges 1o pasawoms lag
she ustis change their paswaids

in the prarence of 815, Bunans ta HIS Damsin Name ———
allow changing the togln shell o1
GECOS full name and reluted (e org o i H

inlarmation) can be sed te sel
up these mare specific options. This host s alse = WIS gient 1

Firewail Senings

T open the firewall 10 allow 7 Artiue Slave HIS server exicw
accessing the IS s2rverirom _
remote computess, et Gpen Port [ Fag Map disnilwtion {spc yaxrd}

in Fireurall Ta selectintedaces
ap which ta ppen the part click Changing of pusswel .
{ Firewall Devits. This sptlon 1= R T S ———— i

{7 Mlew changes ta GECOS field

enabled. -
i At changes ta lagin shelf

i only avafiable I the tiewall B ‘

Flewali is dleubled
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FIGURE 25-3

Selecting NIS maps to export

{ With this dhalog, sdlusvelisch Fa, WIS Server Maps Setup
| MRS will De avaflable.
i

: Eeps

T wmemamar N
1 eter
] araup
] es
[
=

s

L1 promcots
e
[ serices

1 shadow

As shown in Figure 25-4, you select nerwork masks that define the hosts that will be
able to access the NIS server. Hosts can contact the NIS server for authentication infor-
mation if the bitwise AND of a specified netmask and the host’s IP address is equal to
one of the values specified for the network in this dialog box. The netmask/network pair
0.0.0.0/0.0.0.0, therefore, enables any host ro contact this NIS server. This is safe only
if your network is not connected to the Interet or if you have a firewall between your
network and the Internet that disables NIS and NFS RPC traffic. Click Finish to continue.

5. YaST now updates your system, starts the NIS server ypserv, and sets ypServ to run iv
its default runlevels. You are now ready to configure (and test) the NIS client as described
later in this chapter, in the section “Corfiguring Clients for NIS.”

Setting Up a NIS Server Manually

Ya5T's NIS server module makes it convenient and easy to set up a NIS server. However, it is
always instructive to look at the changes that YaST has made in the last section and discover
how to interact with the NIS server manually through the command line and configuration files.
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rcur 254 I

Specifying IP addresses that can use this NIS server

Fleate ettt which huss aie i
auwed © quetytha BIS seever

A hast addreswill he iosed
| netwaricis aqui 1a the bivase i
1 AND of the howts sddres avd the
nemzsk. 1

| The eny vith newkask
| 280.0.0.5 and neswozk
327.0.5.0 Must existfo allowe
connectlons frem the lecat host. |

Enteting netneask 0,000 and
nmnrkﬂ.n.l:.agwn:!cc:wlu i

San i Enish i

_Databases for the NIS maps will be

The data that NIS actuaﬂy exports is under /var fyp/
exported under /var/yp/<domain name>/.

There is a Makefile at /var/yp/Makefile. Typing make a1l in the directory /var/yp
rebuilds the NIS maps. This Makefile has heen rewritten by YaST on the basis of the NIS maps
that we chose to expert, If you look at the line in /var/yp/Makefiie defming the action taken
when you type make all, it contains exactly those maps:

a11: group passwd rpc

The metwork information that was entered in the final stage of the YaST configuration is stored

in the file /var/yp/securanets.
To sel up a NIS server entirely trom the command line, use the following steps.
1. To set the N1S domain name, use the following:

i ypdomainname disruptive.org.uk
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2, To go through a set of configuration steps to define, run the program /usr/11b/yp,
ypinit (note that this is fiot in the path by default, 'so you need to call it with its fu] path:

fuse/1ib/yp/ypinit -m

3. At this point, we have to construet a list of the hosts which will run NIS servers,
flamingo.disruptive.org.ukisin the list of NIS sexver hosts. Please coninue tq
add the names for the other hosts, one per line. When you are done with the list, press
Ctrl+D.

next hest to add: flamingo.disruptive.org.uk
next host to add:

4. You are asked to confirm;

The current 1ist of NIS servers looks like this:
flamingo.disruptive.org.uk

Is this correct? [y/n: ¥]

We need a few minutes to build the databases ...

Building /var/yp/disruptive.org.uk/ypservers ...

Running /var/yp/Makefile ...

gmakel[1]: Entering directory '/var/yp/disruptive.org.uk’
Updating passwd.byname ...

failed to send 'ciear” to Jlocal ypserv: RPC: Program not
registeredUpdating passwd.byuid ...

failed to send 'clear’ to local ypserv: RPC: Program not
registeredUpdating group.byname ...

failed to send 'clear’ to local ypserv: RPC: Program not
registeredUpdating group.bygid ... _

failed to send 'clear’ to Tocal ypserv: RPC: Program not
registeredlUpdating rpc.byname ...

failed to send 'clear® to local ypserv: RPC: Program not
registeredUpdating rpc.bynumber ...

failed to send 'clear’ to local ypserv: RPC: Program not
registeredUpdating services.byname ...

failed to send 'clezr' to local ypserv: RPC: Program not
registeredUpdating services.byserwvicename ...

; failed to send 'clear' to local ypserv: RPC: Program not
; registeredUpdating netid.bypame ...

' failed to send "clear’ te local ypserv: RPC: Program not
registeredgmakel1]: Leaving directory '/var/yp/disruptive.org.uk’
flamingo.disruptive.org.uk has been set up as a NIS master server

5. Nowyoucanrun ypinit -s flamingo.disruptive.org.uk onall slave servers.

You received the errors RPC: Programnot registeraed because ypsery was not
running at that point. Now you can start ypsery:

# rcypserv start
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You can also set ypsery to tun in iis default runlevels:
# chkconfig ypserv on

The Makefile /var/yp/Makefile will have been created. You can edit the line starting with the
target word a17: to define which NIS maps you want rebuilt when you type make all.

The NIS server is now configured. In the next section, we look at how to set up a client to talk
t0 the NIS server, whether you configured it manually or through YaST.

Configuring Clients for NI5
This section explains how to set up a NIS client for the server started in the previous section. As
with setting up a NIS sexrver, NIS clients can be configured using command-line utilities or by

taking advantage of YaS1’s graphical administrative interface. The following two sections explain
how to configure a NIS client using each of these methods.

Cdnfiguring a NIS Client Using YaST

vaST makes NIS client configuration almost trivial, using a single dialog box to collect infor-
mation about the NIS domain that you want your client to use. To configure 2 system as a NIS
client using YaST, do the fellowing:

1. Start YaST's NIS client moedule. Tt is included in Lhe'Network Services Meni, or can be
started from the command line with the command yast2 nis. You will see the screen
shown in Figure 25-5.

Click the Use NIS option button, and enter the name of the N1$ domain that you want the
client system to contact for authentication information. If your client system uses DHCP
to deliver NIS server information, click Automatic Setup {through DHCP). 1f you want
the NIS Client to search the local network by broadcasting if a connection to the specified
NES server fails, click the Broadcast option button. To search for a NIS server on the local
network for the specified domain, click Find to populate the Addresses of NI5 servers
field.

Click Finish. YaST modifies your system’s configuration files to use NIS and exits after
those modifications have been made.

Configuring a NIS Client Manually

As mentioned previously, it is interesting to understand exactly what's going on under the hood
when configuring a NIS client. This section explains how to configure a system to be a NIS
client without using graphical uilities.
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This tells NIS to append the contents of the password map (file) retrieved from the NIS server
whenever password information is requested.

Note that the entries for any individual accounts (including your own) have been removed from
the abbreviated password file. This enables you to do a fairly simple test to determine whether
NIS is working. If you can log in using an account that is not present in the password file on

your client system, but is present in the password file on your NIS server system, then NIS is
working correctly.

To set up a NIS client, log in as root or use the su command to become root on the system you
are using as a NIS client and do the following:

;s

1. Make sure that the NIS client software package ypbind is installed on your Linux system.

2. Set the domain name of the NIS domain to which this new client will belong. This should
be the same name as the domain name set earlier in this chapter. To set the NIS domain
nzme (in this case, to the domain foo. com), issue a cormand such as the following:

ypdomainname foo.com

3. Start the NIS client process using a cornmand such as the following;

rcypbind start

To verily that NIS is working correctly, use the telnet or ssh commands from the NIS client e
systemn to contact the client and attempt to log n as yourself. Remember that your password file
entry is present in the password file on the NIS server, but not in the password file on the NIS

client, If everything is working, set ypbind to run in its defauit runlevels using the command
chkconfig ypbind on.

You should be zble to log in successfully. Congratulations — you're running NiS! You should
now modity your system’s startup sequence to add the /etc/init.d/ypsery startup script.

NIS is a straightforward way of centralizing user and authentication information on a network. It
is ideal for small and medium-sized networks and works well together with NFS, and also with
automatic mounting of filesystems from NFS servers,

For additional information about NIS, see the NIS HOWTO at
“www. 1Tnux-nis.org/nis-howto/HONTO/NIS-HOWTO. hem?.,

Working with LDAP in SUSE

As discussed in the previous section, one way to centrally manage your users and services is to
use Network Information System (NIS). NIS was created by Sun to help Unix administrators
manage their users without having to create user accounts locally on all machines.




